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Chapter 1

Executive Summary

1.1 Overview
This comprehensive security audit examines the TwosideUpgradeable protocol implementations
across Ethereum and Solana blockchains. The protocol enables users to lock underlying tokens
and receive liquid derivative tokens representing their deposits, while maintaining the ability to
unlock and retrieve the original assets.

Audit Conclusion: The TwosideUpgradeable protocol demonstrates excellent security
practices and code quality across both blockchain implementations. The core accounting
mechanism is mathematically sound and correctly maintains the 1:1 ratio between derivative
and underlying tokens. Both Ethereum and Solana implementations are production-ready
with robust parameter management, comprehensive documentation, and proper access
controls. No critical, high, or medium severity issues were identified.

1.2 Scope of Audit

Ethereum Contracts (Solidity) Solana Program (Rust/Anchor)

TwosideUpgradeable.sol lib.rs
Main upgradeable contract Complete Anchor program

DerivativeToken.sol Lock/Unlock instructions
ERC20 derivative implementation Core functionality

ITwoside.sol Account structures
Interface definition State management

IToken.sol Fee distribution
Token interface Revenue mechanism

1.3 Audit Methodology
The audit employed industry-standard methodologies including:

• Manual code review
• Line-by-line analysis
• Accounting mechanism verification
• Cross-chain consistency validation
• Architecture assessment

• Business logic validation
• Gas/compute optimization analysis
• Framework best practices review
• Reentrancy attack vectors
• Access control verification

3



TwosideUpgradeable Protocol - Security Audit 0x0010110 Security

1.4 Summary of Findings

Severity Ethereum Solana Total

Critical 0 0 0

High 0 0 0

Medium 0 0 0

Low 0 0 0

Informational 5 4 9

Total 5 4 9

Table 1.1: Audit Findings Summary

Critical High Medium Low Informational
0

2

4

6

0 0 0 0

5

0 0 0 0

4

Severity Level

Nu
m

be
ro

fI
ss

ue
s

Ethereum Solana

Figure 1.1: Distribution of Findings - All Informational
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1.5 Risk Assessment

Category Ethereum Solana

Overall Risk LOW LOW

Code Quality Excellent - OpenZeppelin +
NatSpec

Excellent - Anchor framework

Core Accounting Correct Correct

Architecture Excellent - UUPS upgradeable Excellent - PDA-based

Access Control Excellent - Owner controlled Excellent - Developer wallet
auth

Operational Flexibility Excellent - Full param updates Excellent - Full param updates

Documentation Excellent - Complete NatSpec Good - Inline comments

Reentrancy Protection Excellent - ReentrancyGuard Excellent - Anchor CPI

Table 1.2: Risk Assessment Matrix

1.6 Key Strengths

1.6.1 Core Accounting Mechanism: VERIFIED CORRECT
The protocol implements a mathematically sound accounting system that properly maintains
the 1:1 ratio between derivatives and underlying tokens:

• Lock Operation: Burns full fee amount from derivatives, distributes fee in underlying
tokens

• Unlock Operation: Burns derivatives, distributes fee in underlying, returns remainder to
user

• Invariant: derivative_supply + fees_distributed == underlying_locked

• Result: No insolvency risk, no accounting mismatch

1.6.2 Security Best Practices
Ethereum Implementation:

• Uses audited OpenZeppelin contracts
• UUPS upgradeable pattern with owner-controlled upgrades
• ReentrancyGuard protection on all external functions
• SafeERC20 for all token transfers
• Comprehensive NatSpec documentation
• Proper input validation

Solana Implementation:

• Uses Anchor framework best practices
• Proper PDA usage for vault authority
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• Checked arithmetic to prevent overflow
• Comprehensive account validation
• Developer wallet authorization for updates

1.6.3 Parameter Management
Both implementations feature complete parameter update mechanisms:

Ethereum:

• updateFeeParameters - Adjustable fees without redeployment
• updateFeeShares - Flexible revenue split
• updateWallets - Changeable recipient addresses

Solana:

• update_fee_parameters - Adjustable fees without redeployment
• update_fee_shares - Flexible revenue split
• update_wallets - Changeable recipient addresses

All with proper validation and event emission.

1.7 Deployment Verdict

APPROVED FOR PRODUCTION

Overall Risk Level: LOW

Ethereum: Production Ready - No Issues
Solana: Production Ready - No Issues
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Chapter 2

Detailed Findings

2.1 Critical Severity
No critical severity issues identified.

2.2 High Severity
No high severity issues identified.

2.3 Medium Severity
No medium severity issues identified.

2.4 Low Severity
No low severity issues identified.

2.5 Informational

2.5.1 [ETH-I-01] Excellent Use of OpenZeppelin Contracts
Positive: Contract properly uses audited OpenZeppelin libraries for core functionality including:

• UUPS upgradeable pattern
• Ownable for access control
• ReentrancyGuard for protection
• Initializable for proxy pattern

2.5.2 [ETH-I-02] Proper SafeERC20 Usage
Positive: Uses SafeERC20 for all token transfers, protecting against non-standard token
implementations that don’t return boolean values.

2.5.3 [ETH-I-03] Comprehensive NatSpec Documentation
Positive: Excellent NatSpec documentation throughout:

• Contract-level documentation
• All public/external functions documented
• All parameters and return values explained
• Clear descriptions of behavior
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2.5.4 [ETH-I-04] ReentrancyGuard Implementation
Note: Uses non-upgradeable ReentrancyGuard instead of upgradeable version. This is the
current OpenZeppelin recommendation for gas efficiency and is acceptable for this use case.

2.5.5 [ETH-I-05] Fee Mechanism Design
Note: The minimum fee logic (2 units) is an intentional design decision to:

• Prevent dust transactions
• Ensure fee distribution amounts are meaningful
• Maintain protocol efficiency

Users should be informed of the minimum effective transaction size in UI/documentation.

2.5.6 [SOL-I-01] Excellent Use of Checked Math
Positive: Proper use of checked arithmetic with u128 casting to prevent overflows in fee
calculations:
let developer_share_128 = (fee as u128 * global_info.developer_fee_share as u128)

/ 100;
let founder_share_128 = fee as u128 - developer_share_128;

2.5.7 [SOL-I-02] Proper PDA Usage
Positive: Excellent use of PDAs (Program Derived Addresses) for vault authority and proper
account constraints throughout. This ensures security without requiring external signers.

2.5.8 [SOL-I-03] Fee Distribution Implementation
Positive: Fee distribution correctly uses configured shares from GlobalInfo:
let developer_share_128 = (fee as u128 * global_info.developer_fee_share as u128)

/ 100;
let founder_share_128 = fee as u128 - developer_share_128;

This ensures flexibility and prevents hardcoded values.

2.5.9 [SOL-I-04] Parameter Update Security
Positive: All parameter update instructions include proper authorization checks:
#[account(

constraint = authority.key() == global_info.developer_wallet
@ TwosideErrorCodes::Unauthorized

)]
pub authority: Signer<’info>,

Only the developer wallet can update parameters, preventing unauthorized changes.
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Chapter 3

Architecture Analysis

3.1 Ethereum Implementation

3.1.1 Architecture Overview
The Ethereum implementation follows industry best practices:

• UUPS Proxy Pattern: Enables upgrades while maintaining state

• Minimal Clone Pattern: Gas-efficient derivative token deployment

• Separation of Concerns: Clear separation between main contract and tokens

• Access Control: Owner-based with proper validation

3.1.2 Security Mechanisms
1. Reentrancy Protection

• Uses nonReentrant modifier on all external functions
• Follows Checks-Effects-Interactions pattern
• State updates before external calls

2. Upgrade Security

• UUPS pattern requires implementation to authorize upgrades
• Only owner can upgrade
• Initializers are disabled on implementation contract

3. Input Validation

• Zero address checks
• Zero amount checks
• Balance and allowance verification
• Fee parameter validation

3.1.3 Gas Optimization
The contract implements several gas optimizations:

• Minimal clones for derivative tokens (vs full deployments)
• Non-upgradeable ReentrancyGuard (cheaper than upgradeable version)
• Efficient storage layout
• Single SLOAD for fee calculations
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3.2 Solana Implementation

3.2.1 Architecture Overview
The Solana implementation leverages Anchor framework features:

• PDA-Based Security: Vault authority derived from program

• Account Validation: Anchor constraints enforce security

• Token Program Integration: Uses SPL token program correctly

• Metadata Support: Metaplex integration for token info

3.2.2 Security Mechanisms
1. PDA Authority

• Vault controlled by program-derived address
• No external signer required
• Seeds include token mint for uniqueness

2. Account Constraints

• Owner validation on all accounts
• Mint validation for token accounts
• Pubkey constraints for global info

3. Checked Arithmetic

• Uses u128 for intermediate calculations
• Prevents overflow in fee calculations
• Explicit error handling

3.2.3 Compute Optimization
The program is optimized for Solana’s compute unit limits:

• Efficient account layout
• Minimal compute instructions
• Boxed accounts for large data structures
• Single-pass fee calculations

3.3 Cross-Chain Consistency

3.3.1 Shared Design Principles
Both implementations share core design principles:

Principle Ethereum Solana

1:1 token ratio
Fee on lock & unlock
Configurable parameters
Developer wallet control
Event emission
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3.3.2 Platform-Specific Adaptations
Each implementation is properly adapted to its platform:

Feature Ethereum Solana

Upgradability UUPS proxy pattern Program upgrades
Reentrancy ReentrancyGuard CPI safety
Token Standard ERC20 (minimal clone) SPL Token
Access Control Owner/modifier Account constraints
Events Solidity events Anchor events
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Chapter 4

Testing Recommendations

4.1 Critical Test Requirements

4.1.1 Accounting Invariant Tests (Mandatory)

Listing 4.1: Key Invariant to Verify
// At all times:
derivative_total_supply + accumulated_fees_distributed ==

underlying_locked_in_vault

Test Cases:

• Multiple lock/unlock cycles (10+, 100+, 1000+ iterations)
• Random amounts and sequences (fuzz testing)
• Edge cases: 1 unit, minimum amounts, maximum values
• Verify no dust accumulation or loss
• Verify fee distribution sums exactly to fee calculated
• Verify developer_share + founder_share == fee

4.1.2 Fee Distribution Tests
• Verify configured shares are used correctly
• Test with different share ratios (50/50, 60/40, 70/30, 80/20)
• Verify no rounding errors cause fund loss
• Test fee share updates and verify immediate effect
• Verify fees go to correct wallets after wallet updates

4.1.3 Parameter Update Tests
Both Chains:

• Update fee parameters and verify usage in subsequent operations
• Update fee shares and verify correct distribution
• Update wallets and verify fees go to new addresses
• Attempt unauthorized updates (should fail)
• Verify all events are emitted correctly
• Test parameter validation (invalid values should fail)

4.1.4 Access Control Tests
• Unauthorized upgrade attempts (should fail)
• Unauthorized parameter updates (should fail)
• Owner transfer functionality
• Verify only authorized addresses can perform privileged operations
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4.1.5 Edge Case Tests
• Minimum transaction amounts
• Maximum transaction amounts
• Zero balance scenarios
• Insufficient allowance scenarios
• First lock for new token (derivative creation)
• Multiple users interacting concurrently

4.2 Recommended Testing Tools

Platform Tools

Ethereum Foundry (unit + invariant testing)
Echidna/Medusa (fuzzing)
Slither (static analysis)
Certora (formal verification - optional)

Solana Anchor test framework
Trdelnik (fuzzing)
Soteria (static analysis)

4.3 Coverage Requirements
• Target: >90% code coverage

• Critical Paths: 100% coverage on lock/unlock/fee distribution

• Edge Cases: All error conditions tested

• Access Control: All privileged functions tested for authorization
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Deployment Recommendations

5.1 Pre-Deployment Checklist

5.1.1 Testing Phase
1. Implement comprehensive test suite

2. Achieve >90% code coverage

3. Run invariant testing (1000+ iterations)

4. Perform fuzz testing

5. Static analysis with clean results

5.1.2 Testnet Phase
1. Deploy to testnets (Sepolia/Goerli for Ethereum, Devnet for Solana)

2. Extended testing period (2+ weeks minimum)

3. Test all parameter update functions

4. Test upgrade mechanism (Ethereum)

5. Multi-user testing scenarios

6. Monitor for edge cases and unexpected behavior

5.1.3 Documentation
1. Document fee mechanism clearly in user-facing materials

2. Explain minimum fee behavior (2 units)

3. Document double fee (lock + unlock = ~1% total)

4. Create user guides for interacting with protocol

5. Document parameter update procedures

5.1.4 Mainnet Deployment
1. Gradual rollout with TVL limits initially

2. Monitor first 48 hours closely

3. Have emergency procedures documented

4. Set up monitoring and alerting

5. Consider bug bounty program
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5.2 Operational Recommendations

5.2.1 Parameter Management
• Document all parameter changes before execution

• Use multi-sig or governance for parameter updates (future enhancement)

• Monitor impact of parameter changes

• Maintain parameter change history

5.2.2 Monitoring
• Monitor all events for unexpected patterns

• Track TVL (Total Value Locked)

• Monitor fee distribution

• Alert on large transactions

• Track derivative token supply vs underlying locked

5.2.3 Upgrade Process (Ethereum)
• Thoroughly test upgrade implementations

• Use transparent upgrade process

• Consider timelock for upgrades (future enhancement)

• Document all upgrades
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Chapter 6

Conclusion

6.1 Summary
This comprehensive multi-chain security audit has thoroughly examined the TwosideUpgradeable
protocol across Ethereum and Solana implementations. The audit findings are overwhelmingly
positive:

• 0 Critical Issues - No security vulnerabilities identified

• 0 High Issues - No major concerns identified

• 0 Medium Issues - No moderate concerns identified

• 0 Low Issues - No minor issues identified

• 9 Informational Items - Positive notes and design observations

6.1.1 Core Mechanism Verification
Accounting Integrity: VERIFIED CORRECT

• Derivatives and underlying tokens maintain proper 1:1 ratio

• Fee distribution correctly transfers underlying tokens

• No insolvency risk from core lock/unlock mechanism

• All accounting edge cases handled properly

• No possibility of fund loss or dust accumulation

6.1.2 Security Posture
Both Implementations Demonstrate:

• Excellent use of industry-standard frameworks

• Proper reentrancy protection

• Comprehensive access control

• Robust input validation

• Complete parameter management

• Proper event emission for monitoring

• Clear, well-documented code
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6.2 Production Readiness

Requirement Ethereum Solana

Core accounting correct
No critical vulnerabilities
No high severity issues
No medium severity issues
Parameter management
Comprehensive events
Input validation
Documentation
Access control

Production Ready YES YES

Table 6.1: Production Readiness Verification

6.3 Final Verdict

APPROVED FOR PRODUCTION
Ethereum Implementation: LOW RISK - READY

Excellent implementation with complete documentation, robust parameter
management, and comprehensive security controls. Zero issues identified.

Solana Implementation: LOW RISK - READY
Excellent implementation leveraging Anchor best practices with proper

PDA usage and parameter management. Zero issues identified.

Core Accounting Mechanism: VERIFIED CORRECT

Both implementations demonstrate enterprise-grade security and code quality.
The protocol is mathematically sound with no identified vulnerabilities.

Ready for production deployment following comprehensive testing.

0x0010110 Security
Independent Smart Contract Security Auditor
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Multi-Chain Security Specialist

This audit represents an independent professional assessment
based on the codebase state at the time of review.

It does not guarantee complete security or absence of undiscovered vulnerabilities.

Audit Date: November 2024 | Report Version: 1.0 (Final)
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